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A gentle introduction to User-Interactive Authentication

Protect sensitive operations

Account deactivation, password change, 

adding/removing an email-address, etc.
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A gentle introduction to User-Interactive Authentication

Protect sensitive operations

Account deactivation, password change, 

adding/removing an email-address, etc.

Multi-stage authentication

Dynamically ask for multiple steps

Client-native user interface

Each step is ideally implemented within the 

client, in a streamlined UI
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Matrix already has m.login.sso

�� The client redirects to the homeserver to start the authenticatio�

�� The homeserver authenticates the use�

�� It redirects back to the client with a single-use cod�

�� The client exchanges that code to get an access token

This mechanism is simple yet powerful
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OAuth 2.0

The industry-standard authorisation 

framework, developed within the 

IETF OAuth Working Group

OpenID Connect

An identity layer on top of OAuth 2.0, 

helping with better interoperability, 

developed by the OpenID Foundation
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Redirect URI

Access granted

OAuth 2.0 m.login.sso
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Protocol improvements over legacy auth

Regarding user-experience

� Rich client metadat�

� Can return to the client with an erro�

� Can initiate the flow with different intents

Regarding security

� Strict redirect URL check�

� Protection against redirect hijack�

� Scoped access token�

� Short-lived access tokens
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Can I have it?
An overview of where we’re at, and a rough timeline
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